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Virtual Db2 User Group Presentation

Unveiling the security landscape: Can Db2 be hacked?
One of the key highlights of Kotrc’s presentation was his 
explanation of various hacking techniques that can compromise 
Db2 systems. He outlined three primary scenarios: privilege 
escalation, unauthorized data access, and SQL injection. Each 
example was meticulously detailed, demonstrating how an 
attacker could exploit specific vulnerabilities. For instance, 
he showed how improper handling of APF-authorized 
libraries could allow an attacker to escalate privileges and gain 
unauthorized access to sensitive data.

Kotrc also emphasized the importance of understanding the 
distinction between authentication and authorization within 
the Db2 environment. He explained how Db2 handles user 
authentication and the role of authorization in controlling 
access to Db2 resources. This distinction is crucial for setting 
up effective security measures, as it helps in identifying 
potential weak points in the system.

In May, the Mainframe Virtual User Group for Db2 met for 
“Can Db2 be hacked? Yes, sure it can.”, a session supported 
by IntelliMagic. The speaker, Emil Kotrc, is an experienced 
Principal Software Architect with a rich background in the 
computer software industry, particularly in IBM Db2 and agile 
methodologies. He holds a PhD in Mathematical Engineering 
from Czech Technical University in Prague and is an active 
member of the International Db2 User Group (IDUG) 
Content Committee. 

Kotrc began by establishing the reality that, contrary to the 
long-held belief of mainframes being impervious to attacks, 
they can indeed be hacked if not properly secured. He cited 
historical incidents and discussed the misconceptions that often 
lead to a false sense of security. The core message was clear: 
while mainframes are inherently secure, they require diligent 
and continuous security practices to maintain this status.

https://www.facebook.com/MainframeVirtualUserGroups/
https://www.linkedin.com/showcase/mainframe-virtual-user-groups/
https://www.youtube.com/@MainframeVUG
https://www.virtualusergroups.com/db2/
https://twitter.com/MainframeVUG
https://www.virtualusergroups.com/
https://www.intellimagic.com/products/intellimagic-vision-zos/db2/?utm_source=virtualusergroups.com+db2usergroup&utm_medium=newsletter&utm_campaign=virtual+db2+user+group
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Additionally, Kotrc highlighted the significance of external 
security managers (ESMs) like RACF in managing Db2 
security. He discussed how ESMs can be configured to 
control access to Db2 resources and the potential pitfalls if 
they are not properly set up. The integration of ESMs with 
Db2’s internal security mechanisms was presented as a robust 
approach to enhancing overall system security.

Towards the end of his presentation, Kotrc provided 
recommendations for preventing security breaches. He 
advocated for a multi-faceted approach that includes regular 
security scans, penetration testing, and adherence to industry 
benchmarks such as those provided by the Center for 
Internet Security (CIS). He also stressed the importance of 
educating both security teams and end-users about potential 
vulnerabilities and best practices for maintaining security.

In conclusion, Emil Kotrc’s presentation was a comprehensive 
overview of the vulnerabilities and security practices associated 
with Db2 for z/OS. By shedding light on the potential risks 
and providing actionable insights, Kotrc equipped his audience 
with the knowledge needed to better secure their Db2 
environments. For mainframe professionals, this presentation 
serves as a valuable resource in the ongoing effort to safeguard 
critical systems against cyber threats.
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About the Virtual Db2 User Group
The Virtual Db2 user group is an independently-operated vendor-neutral site run by and for the mainframe Db2 user community. 
This is a mainframe Db2 information website, not in any way related to, sponsored, or approved by IBM, which is the legitimate 
owner of the trademark, and any use of the mark in the URL or the body of the site is for information, education, and opinion 
expression purposes. The Virtual Db2 user group was established as a way for individuals using IBM’s Db2 for z/OS database to 
exchange information, learn new techniques, and advance their skills with the product. Anyone with an interest in Db2 for z/OS 
is welcome to join the Virtual Db2 user group and share in the knowledge exchange.
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News and Annoucements

 • Sponsorship opportunity—We are looking for additional co-sponsors 
for the Virtual Db2 user group. The user group has been in existence 
since 2022 and is gaining respect among users of Db2. The user 
group gives its sponsors an opportunity to show that they are 
working with, and helping to build, the Db2 user community. 
Contact virtualusergroups@gmail.com for more information.

 • Save the date for our next session on July 16.
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